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Virtual Learning Environment

“Industrial IoT and Data Protection”

https://vns.lpnu.ua/course/view.php?id=15242

A special section dedicated to the Jean Monnet Chair “Data Protection in the EU” for the course “Industrial
loT and Data Protection” was created on the pre-existing Moodle platform, which our university employs in
order to implement blended learning as an effective mix of onsite and online teaching (http://vns.lpnu.ua).

All developed educational materials are available in the Virtual Learning Environment (VLE), which is
automatically accessed by all users enrolled in the course. In addition to lectures and presentations, VLE has
developed tests for each topic, with the help of which the student can check how well he has mastered the
topic. Also, students upload their work to the VLE, and the teacher assigns grades. Examinations are also
conducted in VLE.
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v OpraHizauja HaB4aNbHOro npoLiecy

% CTOPIHKA
Mpo suknajaua
AN
Poboua nporpama Kypcy

v Tema 1. IcTopig Ta nepcnekTVBM PO3BUTKY iHTEpHETY peueit. IHaycTpia 4.0.

@ CTOPIHKA
Nexuia 1. IcTopia Ta NepcneKTMBU pO3BUTKY iHTepHeTy peueid. IHaycTpia 4.0.

v Tema 2. Apxitektypa loT. OcobanBi BUMOTM A0 CUCTEM MPOMUCIOBOTO IHTEPHETY peyeit

@ CTOPIHKA
Nekuia 2. Apxitektypa loT. OcobmBi BUMOrM A0 CUCTEM NMPOMUCIOBOTO IHTEPHETY peyei
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@TeMa 1. IcTopisa Ta nepcnekTBM PO3BUTKY iHTEPHETY pedeld. IHaycTpis 4.0.
> Tewma 2. Apxitektypa loT. OcobamBi BUMOTM A0 CUCTEM MPOMUCIOBOTO IHTEPHETY pedeit

v Tema 3. OCHOBHI TUMY CEHCOPIB Ta BUMIPHOBA/IbHUX MEepeTBOPOBAYIB

v Tewma 4. MikponpoLecopu, MiKpOKOHTPOAEPK Ta MiKpOKOMM'toTepn Ak 6a30Bi 3acobu 0bpobku
iHbopMaLil 1A NPOMUCAOBOTO IHTEPHETY peyei

v Tewma 5. [porpamyBaHHs NpucTpois [HTepHeTy peveld. AnapaTHO-NporpamMHi KOMIIEKCH, IHTErPOBaHI
cepeoByLLa PO3pObKU

v Tema 6. OpraHizauis cMcTeMu Nepeaadi AaHvix MPOMUCIOBOIO IHTepHeTY pedeit

v TeMa 7. OCHOBHI MOHATTA Ta XapaKTepUCTVKa XMapHWX TeXHONOTiA. Moaeni XMapHOTO po3MiLLeHHs
AaHux. Buan xmapHux cepsicis

v Tema 8. TexHonori Ta CTaHAARTY 3aXMCTY AaHWX B MPOMWCIOBOMY IHTepHETI peyen o

For each topic covered in the course, lecture material is available, there is an opportunity to download the
presentation used during the lecture, and there is also a final test available, thanks to which the student can
assess how well he has learned the new material.
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ﬂpOMVICﬂOBI/HZ iHTepHeT peqem Ta 3aXMCT NepCcoHalbHUX AaHWX

Ocobuctuii kabiner / Mol kypcu / MpOMUCAOBMIA IHTEPHET peydeid Ta 3aXMCT NepcoHanbHKX AaHnX / Tema 1. IcTopis Ta nepcreKT1BM PO3BUTKY iHTEpHeTY peueil. InaycTpis 4.0.
/ Nekuis 1. IcTopif Ta nepcrekTUBIM Po3BUTKY iHTEPHETY peueii. IHaycTpis 4.0.

K | . g 5 v i
SRR Nekujis 1. IcTopis Ta nepcnekTvBmu po3BUTKY iHTepHETY pedeit. IHayctpia 4.0.

~ KepyBaHHA Mosynem cTopiHok

£ HanawrysaHHa
IHTepHeT peueld (aHr. Internet of Things, 10T) — koHuUenUia Mepexi, Lo CKNaAa€TbCA i3 B3aEMO3B'A3aHMX QI3MUHNX NPUCTPOIB, AKI MatoTb BEYA0BaHI AaBaui, a Takox

& MpusHaueHi nokanbHi poni i . X oy 3 > <
nporpamHe 2aBesneuerHs, WO A03B0AAE A4ICHIOBATY Nepeady | O6MiH AaHUMU MK GISUYHIM CEITOM | KOMM'HOTEPHUMM CUCTEMAMM, 33 A0MOMOrO BUKOPUCTaHHA

(# Npasa

s CTaHAaPTHUX MPOTOKOIB 38'A3KY. OKPIM AaTUKKIB, Mepeda MOXe MaTy BUKOHaBUi NPUCTpoi, BBYA0BaHI y disnuHi 06'€KTV | NOB'A3aHI MiXX COBOO Uepes ApOTOBi UM
MepesipuTi npasa

6e3apoToBi Mepexi. Lii B3aEMONoB'A3aHi NPUCTPOT MaroTh MOXAMBICTh 3UMTYBaHHA Ta NPUBEAEHH: B Ait0, QYHKLi0 MporpaMyBaHHA Ta iaeHTUdiKaLii, a TakoxX A03BONAKOTH
T ®insTpn BUKIKOUMTI HEOBXIAHICTb YUACTI OAVHN, 32 PaXyHOK BUKOPWUCTAHHA IHTENeKTYaNbHWX iHTepdeiiciB.
|4a Mopit

[B) Pesepsta konia HabyBsae nolwmpeHHs Takox Tepmin aHr. Internet of Everything, I0E — BceoxomnHuii, abo BCceoCs>XHMIA iHTEPHET. Lle ABULLLE CNPUUNHIAO 3aHEMOKOEHHS B KOHOIAEHLIAHOCTI

: iHdopmaLji i cnpuano noasi HoBOrO TepMiHy Besneka iHTepHeTy peueil
1 Biarosnerna

TepMmiH «iHTepHeT peueli», 3060B'A3aHWii CBOEH NOABOO KesiHy EWTOHY, AKWiA B 1997 p, NpaLitooun Ha kKomnaHito Proctor and Gamble, 3actocysas

TEXHOMIOTiFO PaAioyacToTHOT iaeHTUIKaLLT (RFID) A1s KepyBaHHSA CUCTEMOO MOCTAaBOK. 3aBAAKM il poboTi B 1999 poui Horo 3anpocunn B MacauyceTCbKuii TEXHONOTIUHUA
IHCTUTYT, Ae BiH 3 rPYNoO OAHOAYMLB OpraHisyBas AOCNIAHWIA koHcopLiym Auto-1D Center (6inblu AeTanbHy iHPOPMALLKO MOXHA 3HaWTV Ha

caiiTi www.smithsonianmag.com/innovation/kevin- ashton- describes-the-internet-of-things-180953749 ).

> KepyBaHHA KypcoMm

3 TUX Nip IHTEPHET peueil 3BepLUMB Mepexi/ Bif NPOCTUX PaAIOUaCTOTHUX MITOK A0 eKOCUCTeMM | IHAYCTPIT. A A0 2012 p ifes NiAKNFOUEHHSA peueil 10 IHTepHETY NepeBaxHO
BigHOCUNaca 0 cMapTdoHiB, NnaHwweTis, MK i HOyTEYyKiB. MO CyTi, 40 TUX NPUCTPOIB, AKi B YCiX BiAHOLEHHAX BUCTYMakOTh B AKOCTI KOMM'toTepa. /10 LibOoro, 3 MOMEHTY Mossn
nepLumnx 60A3KMX 3a4aTKiB IHTepHETY (Takux AK cTBOpeHa B 1969 p mepexy ARPANET), 6inbLIOCT] TEXHOAOTI, Ha AKX BYAYETbCA IHTEPHET peyel, NPocTo He icHysano. o 2000
POKY BiAbLLICTb NPUCTPOIE, AKI MOXHa 6Y/10 NIAKNKOUMTIA 0 IHTEPHETY, NPEACTABAAN0 COBOK KOMMTIOTEPU PI3HUX PO3MIPIB. HIbKUe NOKasaHWii NOCTynoBe MK UeHHs
peueii 10 IHTepHeTy.
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KepyBatHs

~ KepyBaHHs Moynem CropiHoK
£+ HanawrysaHHa
& TMpwsHaueHi noKanbHi posi
(& Npasa
& Mepesiputy npasa
Y oinsTpu
|8 Mogit
[B Pesepera konis

1 BigHoBaeHHS

> KepyBaHHS Kypcom
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Nekuia 2. Apxitektypa loT. Ocobavsi BUMOTM O CUCTEM MPOMUCIOBOTO IHTEPHETY peyel

ApxitekTypa IHTepHeTy peueii

Hal6inblu BaOXAMBAMK BiAMIHHOCTAMM IHTEPHETY peueld Big icHYHOUOro IHTEpHETY Ntoaeil €:

“(QOKYC Ha peyax, a He Ha JIKANHI;

+iCTOTHO BiNblUA KiNbKICTh MiAKNKUEHMX 06'EKTIB;

*MeHLUT po3MipK 06'€KTIB | HEBUCOKI LUBUAKOCTI Nepeaayi AaHunx;
*30Cepe/XKeHiCTb Ha 3UnNTyBaHHI iHdopMaLlil, a He Ha KoMYyHIKaLjiAX;

*HeobXiAHICTb CTBOPEHHSA HOBOT IHPPACTPYKTYpY | aNbTepHATUBHUX CTaHAAPTIB.

Ha BiaMiHy Bi4 TPaAUUIRHOIO «/IFOACLKOT0» IHTEPHETY, IHTEPHET peyeil 3aCTOCOBYETLCSA 3 METOK PALIOHANBHONO | MPAKTUYHOTO MiAXOAY, @ OO KIKOUYOBE 3aBAaHHSA —
aBTOMaTM3aLlif, ONTUMI3aLis, CKOPOUeHHA MaTepiaNbHIUX | YacoBUX BUTPaT.

ApxiTekTypa IHTepHeTy peuen

Haii6inblu BaXKNMBUMM BIAMIHHOCTAMM IHTEPHETY peYei Big,

iCHYI04OrO |HTEpHETY NI0AEN €:

* OKyC Ha peyax, a He Ha /IOAVHI;

* icTOTHO 6inblua KiNbKiCTb NiAKNIOYEHUX 06 eKTiB;
* MeHLWi po3mipn 06'eKTiB | HEBUCOKI WBMAKOCTI Nepesadi

LaHNX;

* 30CepemKeHICTb Ha 34MTyBaHHi iHbopMmalLlii, a He Ha

KOMYHIKaLLifAX;

& vnslpnu.ua/mod/page/view.php?id=739911

HPaRIvIimnUI U THGAUAY, @ VIVIU RITUTIUDE Sapgannn —

aBTOMaTM3aLlia, ONTUMI3aLiA, CKOPOYEHHA MaTepia/bHUX i

4acoBux BUTpar.

- IpH nepeMimeri
- 110306080

- HaBymmm
BaOM2

Ha poboIoMy
iemi

® e« 0@ :
L © L{opomeﬂkoAHaUacm,& v

EKocuctema IHTEpHeTYy peuen

The Internet of Things Ecosystem

Remote

Analysis
14Y/puewwo)

OANN

MouaTok npwitManHs: cepena 1 Gepess 2023 00:00 AM
Tepmin cnmsae: ueteep 23 Gepesna 2023 00:00 AM

MouaTok npwitmanHs: cepesa 1 Gepesa 2023 00:00 AM
Tepmin cnamsae: ueteep 13 kaitna 2023 00:00 AM

MouaTok npwitManHs: cepesa 1 Gepesta 2023 00:00 AM
Tepmin cnamBac: uetsep 4 Tpask 2023 00:00 AM
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KepysaHHs
HanalwutyBaHHSA XXypHany OLiHOK /loAaT enemeHT OLliHIoBaHHS Aonam kareropito
v KepyBaHH# OLiiHKaM1

| XKypHan ovjiHok

|4 IcTOpif OLiHOK X

[ MepernsmyTi 38iT HaﬂaUJTyBaHHH XypHany OLIHOK

& OKpemwii g

|#a Grade summary Hassa 3HaunumicTL @ MakcumanbHa ouiHka Aair
|4 38iT no kopucTyBauy y kypci
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Also, for this course, a team was created in Microsoft Teams, where students could at any time ask
questions to the lecturers or exchange information in the chat of the student stream.
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Also, this team stores all course study materials, which students have access to at any time, and it is also
possible for students to upload completed laboratory work to this environment.

The teacher has the opportunity to conveniently review the uploaded work, add comments, make
corrections, and either return it to the student for revision or evaluate it in the same environment.
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