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Virtual Learning Environment

“Technologies and Standards of Data Protection”

https://vns.lpnu.ua/course/view.php?id=15241

A special section dedicated to the Jean Monnet Chair “Data Protection in the EU” for the course “Technologies and
Standards of Data Protection” was created on the pre-existing Moodle platform, which our university employs in order
to implement blended learning as an effective mix of onsite and online teaching (http://vns.lpnu.ua).

All developed educational materials are available in the Virtual Learning Environment (VLE), which is automatically
accessed by all users enrolled in the course. In addition to lectures and presentations, VLE has developed tests for each
topic, with the help of which the student can check how well he has mastered the topic. Also, students upload their
work to the VLE, and the teacher assigns grades. Examinations are also conducted in VLE.

Online format, Ukrainian language
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The EU General Data Protection Regulation (GDPR) — Implementation in Ukraine
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CTOPIHKA
BigomocTi npo aBTopa Kypcy
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Po6oua nporpama kypcy "CTaHAapTi 3aXWCTy NepcoHanbHux AaHux B €C: imnaemerTalis B Ykpaihi”

CTOPIHKA

B

Mepenik NuTaHb, AKI NiANAratOTs BUBUEHHIO Ta BUHOCATBCA Ha CeMECTPOBWIA KOHTPO/Ib



€ > C 0 @& vnslpnuua/course/view.php?id=15241 & 2 + O ' :

Ao ,tJopouJeHKoAHacTacm& v

E He}oe;}\?cemikfapia

TEKA
HaBuanbHi matepianm
TNOCAPIA
[nocapiv

v 3axucT pedepaTuBHUX POBIT
3ABAAHHA
Pedepar 3 kypcy "TexHonorii Ta CTaHAapTh 3aXUCTy NEePCoHabHUX faHunX"

v [lpe3eHTaLlii CTyAEHTCbKMX IHTEPHET-0MNALIB
3ABAAHHA
Mpe3eHTaLLii CTYAEHTCbKMX IHTEPHET-0rNAAIB "TeXHONOrT Ta CTaHAaPTH 3aXMCTY NEPCOHANbLHUX AaHUX"

For each topic covered in the course, lecture material is available, there is an opportunity to download the

presentation used during the lecture, and there is also a final test available, thanks to which the student can assess
how well he has learned the new material.
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v Tema 1. Bctyn. EBOMMOLIA 3aKOHOAABYOIO 3aXMCTY MEPCOHATbHUX AaHMUX

@ CTOPIHKA
Bcryn. EBOAOLLIA 3aKOHOAaBYOrO 3aXMUCTy MepCoHanbHNX

QAN
m Jlexuis 1 Bcryn. EBO/MOLA 33KOHO3BYOr0 3aXVCTY NEPCOHANLHNX AaHNX

& TECT
BCTyrHe TecTyBaHHA

v Tema 2. 3axvCT NepcoHanbHUX AaHKX B YKpaiHi

@ CTOPIHKA
Tema 2. 3aX1CT NePCOHANbHUX AaHUX B YKpaiHi

QAN
Jlekuin 2 3axuUCT NepCoHaNbHUX AaHKX B Ykpaii
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TexHONOrI Ta CTaHAaPTM 3aXMCTy NEPCOHANBHNX AaHX

OCoBUCTHIA KabiHeT / Moi Kypcn / TexHonorii Ta CTaHAaPTH 3aXMCTy NePCoOHaNbHIX AaHMX / Tema 2. 3axWCT NepcoHaNbHMX AaHWX B YKpaiHi / TecTyBaHHA 1 / lNepernag

Mepexia no tecty

Hazan

3aBepLMTY Crpoby.. Bl MOXeTe MepernaHyTy Lieii TecT, ane AkiLo 6 Le Bysa peaibHa cnpoba NMPOXOMmKeHHs TecTy, nepernaj byae 3ab10K0BaHO, TOMY LO:

PO3n0YaTi HOBY CIPOGY Lleid TecT 3apa3 HeAOCTYNHWIA.
mvrarrg 1 X . ) )
KepyBaHHa - BonoginsLiem 44 pO3nopAAHMKOM NepcoHaibHMX AaHMX BiANOBIAHO A0 3aKOHOAABCTBA YKPalHM MOXYTb OYTH:
IANOBIAI LWe HE
yno
v KepyBaHHA TecToM BubepiTb 0aHy abo AeKinbka BiAnoBsisewn:
Make. ouinka 40
£ HanawrysaHHs 1,00 O a.  ¢iznyHi ocobw - nignpremLy, AKi 06POGAAIETE NEPCOHANbLHI AaHi BIANOBIAHO A0 3aKOHY
B MMepesusHaueHHA VB
NUT3HHA .
B O b. opraHuM MicLIeBOro camoBpALyBaHHA
@ Mepernng, & Penarysam
) . . O c. opranu gepxasHoi Braan
& TMpuaHaueHi nokanbHi poai kit P! ACP: A
(2 Mpasa O d. nignpremctsa, yctaHoBW | opraHisaLyii ycix popm BracHOCTI

& Tepesipun npasa
Y oinstpn

[B) Pesepsna konia
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TexHoNOri Ta CTaHAAPTW 3aXMCTy NePCOHANbHUX AaHNUX

OcobucTnii kabitet / Moi kypcu / TexHonorii Ta €TaHAapTV 3aXVUCTY NMePCoHaNbHMX JaHKX / Tema 2. 3aXucT nepcoHanbHUX AaHuX B YKpaiHi / Tema 2. 3aXucT NepCoHanbHMX AaHnX B YkpaiHi

KepyeaHHsa

Tema 2. 3axuCT NepCoHaNbHMX AaHWX B YKpaiHi
v KepyBaHHA MoAyneM CTOPIHOK

£ HanawrysarHs
3akoHom Ykpaitu Big 6 nvnHa 2010 poky YkpaiHa patndikysana KonseHuito Paau Esponu npo 3axuct ocib y 38'A3Ky 3 aBTOMaTN30BaHOr0 06po6KO0 NepcoHanbHuX JaHnX Ta

& MMpusHaueHi nokansHi poni . B . : . 4
Jl0AaTKOBMIA NPOTOKOA A0 Hei. Lium camim Ykpaita s3a1a Ha cebe 30608'A3aHHA 3a6e3neunTn JOTpUMaHH# Npas i cBO60/ N0AMHM, 30KPEMa, MPaBa Ha HEA0TOPKaHHICTL

(# Npasa . M
MPUBATHOIO XUTTH, nepe,ﬂ.6aueHor0 CTaTTero 8 KOHBEHL(H MNpo 3aXKUCT NPag AHAWMHW | OCHOBOMOANOXHMX (8060,0' Ta rapaHTOBaHOro CTaTTer 32 KOHCI'WTyL\I\ YKpale.

& Mepesiputu npasa

Y Ginstpy JLns 3aNpoBafXeHHs Pea/ibHIX MEXaHI3MiB peasisauii B3ATOro Ha ceGe 30608'A3aHHA BepXoBHOO Pajoto YKPaiHM yXBaneHo 3aKoH YKpaiHM «[1p0 3aXVCT NepcoHanbHIX

o Mo iT [aHVx>, AKUA HABYB YMHHOCTI 1 CiuHs 2011 POKY | CTaB OCHOBOMO/OXHUM aKTOM HaLliOHa/IbHOTO 3aKOHOAABCTBA Y CHEPI 3aXUCTY NEPCOHANBHX AaHNX.

[B) Pesepera konia BpaXxoByIOUM JOCBIA QYHKLIIOHYBAHHA CUCTEMM 3aXUCTY NePCOHaNbHIX A3HWX B YKpaiHi, 3 1unHa 2013 poky BepxoBHa Pajia YKpaiHii NpuiiHANa 3akoH YKpaiu «[Tpo BHeceHHA

1 Bigrosnents 3MiH A0 AEAKMX 3aKOHOAABUMNX AKTIB YKPATHU LOAO YAOCKOHANEHHA CUCTEMM 3aXMUCTY NEPCOHaNbHUX AaHUX», AKWIA HABYB UMHHOCTI 1 ciuHA 2014 poky.

LIMM 38KOHOM 3 METOK 3a6e3MNeUeHHs He3a1eXHOCTI YNOBHOBAXEHOFO OpraHy 3 N1TaHb 3aXWUCTY MEPCOHaNbHIX AaHX, AK TOro BuMarae KoHBeHLis Pagn €Bponu Npo 3axuct
0Ci6 y 38'A3KY 3 aBTOMaTVN308aHO0 0BPOBKOI0 NePCoHabHMUX AaHunX, NOBHOBaXeHHS LLOAO KOHTPOO 3a A0AEPXKaHHSM 3aKOHOAABCTEA NPO 3aXWUCT NEPCOHaNbHUX JaHMX
MoKnajeHo Ha YNoBHOBaxXeHoro BepxoeHol Pagu YkpaiHu 3 Npae MoAuMHM (4ani — YNoBHOBaXeHMi).

> KepyBaHHs Kypcom

3rigHo i3 cTatTeto 23 3akoHy YkpaiHn «[Tpo 3aXMCT NepCoHaNbHUX AaHUX» Y Chepi 3aXNCTY NePCOHaNbHUX AaHWX YNIOBHOBAXEHMWI Ma€ Taki MOBHOBaXeHHA:
- OTPUMYBATK MPOMO3MLLT, CKapry Ta iHWi 3BePHeHHA Qi3MUHNX | FOPUAMYHMX OCIE 3 NTaHE 3aXNCTY NEPCOHANLHIX AaHWX Ta NPUAMaTK pilleHHA 3a pe3yasTaTamu X po3rnaay;

- MPOBOAMTM Ha MiACTaBi 3BepHEHEL abO0 3a BAACHOHO IHILiaTMBOK BUI3HI Ta 6e3BUI3HI, NNaHOBI, NO3aNAAHOBI NepeBipKM BONOAINLLIB A60 PO3MOPAAHMKIB NEPCOHANBHNX AdHMX
y MOPAAKY, BU3HAUEHOMY YNOBHOBaXeHUM, i3 3a6e3MeUeHHAM BIANOBIAHO A0 3aKOHY AOCTYNY A0 NMPUMILLIEHb, A SAIACHIOETLCA OBPOBKA NEPCOHANLHIX AaHNX;
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v Tema 3 OcHosu General Data Protection Regulation (GDPR).

CTOPIHKA
Tema 3 OcHosu General Data Protection Regulation (GDPR)

OAIAN

Jlekuia 3 OcHoBu GDPR
TECT

TecTyBaHHA 2

v Tema 4 GDPR T1a ykpaiHceki komnanii. OpraHisauiti Mo GDPR.

CTOPIHKA
Tema 4 GDPR Ta ykpaiHCbki KomnaHii. OpraHisaLliiti Bumorn GDPR

AN
Nexkujis 4 GDPR Ta yKkpaiHCbKi KoMMaHii
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OcobuncTuii kabiHeT / Moi Kypau / TexHooril Ta CTaH[apTv 3axvcTy NepcoHanbHix AaHwx / Tema 3 OcHosu General Data Protection Regulation (GDPR). / Tema 3 OcHosw General Data Protection Regulation (GDPR)

KepyBarHs

Tema 3 OcHoeu General Data Protection Regulation (GDPR)
v KepyBaHHsA MOAY/EM CTOPIHOK
& HanawrysatHs

& Tpw3HadeHi nokanbHi posi

Y TpasHi 2018 poky €Bpona Nepeknoumaacs Ha OHOBAEHI NpaBuna 0bPOBKM NEPCOHANBHUX AaHNX, BCTAHOB/EHI 3arabHUM PErIaMEHTOM NPO 3axuCT AaHux (Pernamert €C

2016/6798i4 14 kBiTHA 2016 poky a6o GDPR - General Data Protection Regulation). [laHuid pernameHT, akuii Mae Mpamy Aito B ycix kpaiHax €C,

(& Npasa < : ; 3z =
p: 3aMiHIOE PaMKOBY /LMPEKTVBY NPO 3aXMCT NEPCOHANbHNX AaHX 95/46/€C Bij 24 X0BTHA 1995 poky. BaxmBum HoaHCOM GDPR € ekcTeprTopianbHUiA NPUHLWN AT HOBUX
& Mepesipui npasa €BPONENCLKUX NPaBua 06POBKN NePCOHaNbHUX AGHUX, TOMY KOMMAHIAM CAiA YBaXHO MOCTAaBUTUCS A0 HUX, AKLLIO MOCYrV OPIEHTOBaHI Ha €BPONENCHKUI ab0 MIKHapOAHWIA
Y ®inkpu puHOK.1
[ Mopii

[B PesepeHa konis

HoBwii pernameHT Hagace pesvaeHTam €C iHCTPYMEHTM ANA NOBHOTO KOHTROAI Haj CBOIMM NePCOHabHUMM AaHMK. 3 TpaBHA 2018 poKy MOCUAOETLCA BiANOBIAANbHICTL 3a

nopyLIeHHA NPaBKUa 0B6POBKY NepCcoHaNbHUX AaHUX: MO0 GDPR WTpadu caratoTb 20 MibIHoHIB €BPO (6AM3bKO 1,5 MAPA py6.) aBo 4% PiuHOro r1o6aabHOrO 40X04y KOMMaHIT.

1 BiaHosneHHa

GDPR ma€ ekcTeputopianbHy AitO | 3aCTOCOBYETLCA A0 BCIX KOMMaHIlA, fiki 06po6aatoTh NMepcoHanbHi AaHi pesnaeHTis i rpoMagaq €C, He3aneXHo Bif MiCLIE3HaX0AXKEHHS TaKoT

> KepyBaHHsa Kypcom KOMMaHil. 2

TMOHATTA NnepcoHanbHMX AaHnX y GDPR

MepcoHabHi AaHi — Lie 6yab-aKa iHPopMaLLia, WO BIAHOCUTLCA 10 iAeHTUdIKaLT Gi3MUHOT 0coBU (Cy6'eKT AaHUX), MO AKIl NPAMO abo NOBIUHO MOXHa WOro BU3HAUMTU. 10
Takol iHGopMaLii HaneXKTb B TOMY UMCi IM'A, AaHi NPo MicLe po3TallyBaHHA, OHMaliH iAeHTMdiKaTop abo oAVH abo KinbKa GakTopis XapakTepHX 418 Gi3uHOT, disionoriuHor,
reHeTNYHOI, PO3YMOBOI, EKOHOMIYHO, KybTYPHOT @60 coLianbHOT IAEHTMYHOCTI L€l PisnyHOT 0co6m (M. 1 CT. 4). BUsHaueHHA LWMPOKE i AQCUTL YITKO AQE 3PO3YMITH, WO HaBiTh

IP aapecy TakoX MOXYTb YT NepcoHaNbHUMU AaHUMK.3

BaX/IMBO BiA3HAUMTH, LWLO ICHYHOTb MEBHI TMMU MEPCOHANBHUX AAHMX, O BIAHOCATLCA 4O KaTeropii 0co6mnemx abo KOHOIAEHUIRHMX NepcoHanbHUX AaHux. Lie iHpopmauis, ska
PO3KpUBaE: pacose abo eTHIUHe NOXOAXEHHS:, MOAITUUHI NOrNaAw, peniriliii a6o GinocodcbKi NepekoHaHHs | uneHcTBo B Npodcninkax. Kpim Toro, Ao uiel rpynn HanexaTtb
reHeTuuHi, ioMeTpuuHi AaHi, AKi BUKOPUCTOBYIOTCA ANR iAeHTUdIKaLIT Gi3nuHOT 0cOBM, AaHi NPO CTaH 340POB 'S, BIAOMOCTI, LLLO CTOCYHOTLCA CEKCYaNbHOrO XWUTTA abo

CeKCyasbHOT opieHTauii (cT. 9).4

€ > C (O #& vnslpnuua/course/view.php?id=15241

v Tema 5 GDPR B IT komnaHiax. KOpuanuxi obrpyHTyBaHHs 06pobKM aaHwx

CTOPIHKA
Tema 5 GDPR B IT komnaHiax. KOpuamui o6rpyHTyBaHHsS 06pobku

QAN
Nekuisa 5 GDPR B IT KoMnaHiax

TECT
TectyBaHHs 4

v Tema 6 HanarogxeHHs 6isHec-npotiecis B IT BignosiaHo o GDPR

QAN
m Jlekuis 6 HanarogxeHHs 6isHec-npouecis B [T signosiaHo ao GDPR
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v Tema 7 KoHbiaeHUHICTb 33 AM3aHOM Ta KOHQIAEHLMHICT 33 3aMOBYYBaHHAM
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v Tema 7 KoH®ifeHUIMHICTb 3a AM3aHOM Ta KOHIASHLIMHICTL 33 3aMOBYYBaHHAM

CTOPIHKA
Privacy by Design - cnpoekToBaHa KOH®IAEHLIAHICTL

AN
E Tema 8 CnpoekToBaHa KOHOIAEHLIMHICTb Ta KOHPIAEHLIHICTL 33 3aMOBUYBaHHAM

TECT
TecTyBaHHA 5

v Tema 8 CTaHAapTU 3aXMCTY NEPCOHaNbHUX AaHWX B PI3HUX KpaiHax CBiTy

oann
Tema 8 CraHAapTV 3aXMCTy NEpPCOHanbHUX AaHWX B PisHMX KpaiHax CBiTy.

CTOPIHKA
Tema 8 CTaHAapPTW 3aXMCTY NEPCOHaNbHUX AaHWX B PiHUX KpaiHax

€ > C O & vnslpnuua/mod/page/view.php?id=739786

TexHoNOrii Ta CTaHAaPTW 3aXMUCTY NePCOHaNbHMX AaHNX

OcobuncTuii kabiHeT / Moi kypcn / TexHosoril Ta CTaHAapTy 3aXWCTy NepcoHansHnX Aanux / Tema 8 CTaHAAPTA 3aXUCTY NEPCOHANLHMX JaHMUX B PI3HUX KpaiHaXx CBiTy
/ Tema 8 CTaHaapTH 3aXM1CTy NEPCOHANBHUX AaHWX B Pi3HUX KpaiHax

KepysaHH#

v KepyBaHH:A MOAy/1eM CTOPIHOK
¥ HanawmysanHa
& MMpusHaueHi iokanbHi posi
[ Mpasa
& Mepesipuvi npasa
Y Ginetpu
[ Mogii
[ PesepeHa konia

1 BigHosnerHs

> KepyBaHHs Kypcom

Tema 8 CTaHZaPTV 3aXUCTY NEePCOHANbHUX AAHMX B PI3HUX KPaiHaxX

Data Protection Act 2018

2.1 3aranbHa iHpopmauia

w e x 0@ :
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Ha 3acTocoBHicTe GDPR y BennkobpuTaHil Biansae 6peKsnT (uxia Benmkol bpuTanil 3 £C). Xoua Benmko6putaHia ogiliiito Buifuuna 3 €sponelicbkoro Cotosy 31 ciuHa 2020
POKY, A0 KiHUA nepexigHoro nepiody 31 rpyaHa 2020 poky BOHa 3aulanaca niAnopaaKoBaHoH 3aKkoHoAascTBy EC, Bkatouatoun GDPR. Cnonyuere Koponiscteo gano
KOPONIBCbKE 3rofy Ha 3akoH Npo 3axucT AaHnx 2018 poky 23 TpasHs 2018 poky, akuii 4ornosHWe GDPR, BKHOUAKOUM aCNEKTI PETYIHOBaHHS, SKi MatoTb ByTU BUSHaUEH
HauioHaNbHMM 3aKOHOAABCTBOM, Ta KpUMiHaNbHI 3104MHK 3a CBigOMe abo HeobayMaHe OTPUMaHHS, Nepepo3noain abo 36epexeHHa 0CoBMCTUX AaHuX AaHi Ges sroaun

KOHTPONEPa AaHWX.

BignosigHo A0 3aKoHy €Bponeiicbkoro Coro3y Npo BuMxi4 (2018 p.), IcHyrOUMiA Ta BiANOBIAHMIA 3akOoH €C ByB NepeHeceHWH Y MicLieBe 3aKOHOAABCTBO MiCAA 3aBepLUeHHS
nepexofy, a GDPR 6yB 3MiHEHWIA CTaTyTHUM JOKYMEHTOM, LWo6 cKacyBaTV Aeski NoNoXeHHs, AKi biblue He MOTPIEHI uepes He uneHCTBO BesmkobpuTaHii B €sponi. MoTim Liei
pernameHT 6yae Hasusatvca "GDPR BeamkobpuTaHii. Beamkobputaria He Gyae obmexXysaTi nepeaady nepcoHanbHUX AaHwx KpaiHam, Wo BXxo4ATk 40 €E3 (Esponelicbka
eKOHOMIUHa 3roAa), 3riaHo 3 GDPR BeankoBpuTaHil. OjHak BenrKoBpUTaHia cTaHe TPeTboH KpaiHoHo 3riAHO 3 GDPR €C, a Lie 03Hauag, Lo 0COBUCTI AaHi He MOXYTb
nepejasaTvca B KpaiHy, AKLLO He ByayTb BBeJeHi BiANOBiAHI rapaHTii abo €sponeiicbka Komicia He npuiiMe pilleHHs Npo BiANOBIAHICTL BIANOBIAHOCTI 6pUTaHCbKOro

38KOHOAABCTBA MPO 3aXMCT AaHNX.

Data Protection Act 2018 - Lie 3akoH lNapaameHTy BemkoBpuTaHil, AKWA OHOBAKOE 3aKOHM NP0 3aXWUCT AaHUX Y BennkobpuTaHil. Lie HaLioHanbHWIA 3aKOH, AKWIA LOMOBHIOE
3aranbHuii pernameHt €C npo 3axuct ganux (GDPR) Ta 3amiHroe 3aKoH Mpo 3axMcT gaHmx 1998 poky. Data Protection Act 2018 oTpumaB KoponicbKy 3roay 23 TpasHs 2018

pokv. Bid 33cTOcORve ERpDONercLKA GDPR | e GDPR 103RQA8€ KAl £C DOOUTIA DI3HI

JOrQ RODORANKEHHE

Caolid koaiki Li pilensa

€ > C 0 @& vnslpnuua/course/view.php?id=15241

v Tema 9 lNepcoHanbHi aai aiteit | GDPR compliance
AN
Tlekuin 9 MepconanbHi aaHi giteit i GDPR compliance

v Tema 10 3abe3neueHHs cTarHeHHa Ta Wwipadis 8 Mexax GDPR

CTOPIHKA
3abesneueHHA CTATHEHHSA Ta LWUTPadis B Mexax GDPR

v KopucHi MaTepiau

FINEPTIOCUNAHHA
OcgiTHIi4 cepian Npo NepcoHanbHi AaHi

TIMEPMIOCUNAHHA
3aKOoH YKpaiHu Npo 3aXucT NepcoHanbHux AaHnX
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|4 XKypHan ouinok
4 IcTopis oujiHoK

|44 MepernaHy™ 38iT >KypHaﬂ OLLiHOK

Yci yuacHuku
I'pyna KH-301

Okpemi rpynin
|44 Grade summary F B

|4 38iT Mo KOpUCTYBaUY y KypCi Yai y4acH
> HanawTysaHHa

Im'a I'pyna KH-302 AlE|€ (K| 3| |0 T| @ K/ 0| M| B0 |[|P[E|T|Y|®X|Q|u|uu | k|| H
> Imnopt I'pyna KH-303
> Ekcnopt MpissuiLe pyna KH-304 rlrlalelelx|z|nli|talg|n|m|u|lo|ne|e|T|% o|%|ululw|w bliols
£ byken pyna KH-305

TexHonorii Ta CTaHAAPTH 3... =

[ Pedepar = kypcy ‘Textono.. $ ¢ | [} Mpesenrauil cryaertcokmnx ...  ¢° [ Exsamen Ter

Certain details have  jils ) )
I X - N

been redacted to i

ensure compliance

with the GDPR - ! ’

3aransHe cepeatic 0,00

Also, for this course, a team was created in Microsoft Teams, where students could at any time ask questions to the
lecturers or exchange information in the chat of the student stream.

Microsoft Teams Q Mowuck HaujonansHui yrisepcuTer */IbBiBcbKa MOATEXHiK:

el Komauapi = 3 & MpucoeannmToca mam cospath komanay
o
Yar
(]
‘ Komaras
e »
) L \ b .
L <\» :ﬁm
Kanexaaps Be6-TexHosorii Ta Be6- Opranizaujia 6a3 gaHux Ta MpoekTyBaHHA OpraH rpoMagcbKoro Data Protection Day -
%- Auv3aiiH KT KH-202 3HaHb 2022 2023 IHPOPMALLAHMX CACTEM... camoBpsaayBaHHa IKHI... 2023
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Also, this team stores all course study materials, which students have access to at any time, and it is also possible

for students to upload completed laboratory work to this environment.

The teacher has the opportunity to conveniently review the uploaded work, add comments, make corrections,
and either return it to the student for revision or evaluate it in the same environment.
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